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Research on Artificial Intelligence Teaching: Taking Data Augmentation of Radio
Frequency Fingerprint under Generative Models as an Example

LI Guangbo! LI Man!' JIAN Rui'’ LIU Wenxiu! GUAN Manyu?

(! College of Electronic and Information Engineering, Huaibei Institute of Technology, Huaibei 235000, China,
2 College of Economics and Management, Huaibei Institute of Technology, Huaibei 235000, China)

Abstract: Radio Frequency Fingerprinting (RFF) enables individual identification by extracting unique signal features
caused by hardware impairments of wireless devices, and it has important applications in fields such as military
reconnaissance and Internet of Things security. Although deep learning methods have significantly improved RFF
performance, they are highly dependent on large amounts of labeled data. However, in actual non-cooperative scenarios,
sample scarcity leads to easy overfitting of the model and a sharp decline in performance. To address this data bottleneck,
this paper proposes a few-shot radio frequency fingerprint data augmentation framework based on the Denoising Diffusion
Probabilistic Model (DDPM), which alleviates data limitations by synthesizing high-fidelity signals. Compared with
mainstream generative models such as Generative Adversarial Networks (GAN) and Variational Autoencoders (VAE),
DDPM learns data distribution through a Markov process of progressive noise addition and denoising, featuring stable
training, high generation quality, and the ability to accurately capture subtle features of hardware impairments. In
experiments, with Root Mean Square Error (RMSE), Peak Signal-to-Noise Ratio (PSNR), Frequency Spectrum Coherence
Score (FSCS), and Fréchet Distance (FD) as evaluation metrics, DDPM was compared with WGAN, VAEGAN, and
DCGAN. The results show that: the RMSE of DDPM is as low as 0.197, a 64.4% reduction compared to the suboptimal
DCGAN; the PSNR reaches 14.003, a 160% increase compared to DCGAN; the FSCS reaches 0.983, a 58.3% increase
compared to VAEGAN; and the FD is only 39.4, a 93.6% reduction compared to DCGAN. Meanwhile, the visualization
results of IQ diagrams, spectrograms, and constellation diagrams indicate that the signals generated by DDPM are closer
to the original signals in both time-domain and frequency-domain features. The study confirms that the DDPM-based data
augmentation method can effectively synthesize highly discriminative radio frequency fingerprint signals, significantly
alleviate the data limitations of RFF under few-shot conditions, and provide an efficient solution for few-shot radio
frequency fingerprint identification.

Keywords: Diffusion model; Data augmentation; Radio frequency fingerprint; Generative adversarial network; Variational
autoencoder
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